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Introduction 
This course is a mandatory requirement for the BSc in Software Engineering. It introduces networking and general networking concepts and builds the fundamental laboratory skills in wiring, testing, and configuration. The course introduces the seven-layer OSI model and the concepts involved with routing and routing protocols. 

Aims

This course aims to equip students with the essentials of computer networking theory and practice and offers an opportunity for students to achieve practical skills using Labs. 
Objectives 

· Understand How Computer or Communication Networks Work and How the Internet is connected.
· Understand the role of network layers.
· Be familiar with the major components of computer networks such as Router.

· Be familiar with the role of network standards and protocols. 
· Be aware of how data can be represented in the computer and how its transmitted across a network.
Learning outcomes

At the end of this course students will be able to:

Knowledge

1- Identify the importance of network equipments.
2- Describe the purpose and function of the networking devices

Thinking skills

3- Explain the various methods used to represent data in a computer and identify the classes of IPv4 addresses. 
4- Distinguish between the various network components, such as Switch and Router.

5- Understand the fundamentals of OSI layer model, particularly layer Three network.
Subject-based practical skills
6- Install and gain basic cabling of LAN layout 

7- Install and troubleshoot network components

8- Plan, design and monitor a network. 

9- Understand the fundamental concepts of data transmission and how the data transfers throughout the network
10- Write fundamental Network configuration programme.

Teaching and Learning Methods
Lectures:
The lectures are designed to be of an interactive nature. Students are expected to read in advanced the relevant sections and chapters from the essential text(s). 

A compilation of lecture slides is provided in the class and will form the core of the course.

However, additional materials may offered during the presentation of the course. 

Practicals: 
Hands-on practical session will play a vital role in the study of this course. The practical sessions are designed to support the lecture materials. Most of these will be completed in healthy practice sessions that provides the students a whole idea of how to configure and monitor network switches and routers. These practices will further complement lectures. 
Reading and resources for the course
· Forouzan, Behrouz A. (2007). Data Communications and Networking,  4th International Edition, McGraw Hill. New York.
· Gregory Tomsho (2011) Guide to Networking Essentials, , 6th Ed, ISBN 10:1-111-31252-4, Boston, USA. 
· Kurose, James F. And Ross Keith W. (2010). Computer Networking: A Top-Down Approach, 5th Pearson International Edition, Pearson Addison Wesley. USA.
· Tanenbaum, Andrew S. (2003) Computer Networks, 4th Pearson International Edition, Prentice Hall PTR. New Jersey.

Lab Manual

· 101 LABS. CISCO CCNA. www.101LAB.net 
· Network Fundamentals, CCNA Exploration Labs and Study Guide By Antoon Rufi, Priscilla Oppenheimer, Belle Woodward, Gerlinde Brady Published by Cisco Press, ISBN-10: 1587132036 http://www.ciscopress.com/bookstore/product.asp?isbn=1587132036
Main topics of study
· Week 1: IP addressing
· Week 2: Subnetting 
· Week 3: IP Routing.
· Week 5: IP Routing (cont.)

· Week 6: Delivery and Forwarding of IP packet
· Week 7: Routing protocols
· Week 8 Routing protocols (cont.).
· Week 9: Virtual Local Area Network (VLAN)
· Week 10: Wireless Network

· Week 11 Network Management
· Week 12: Network Security 
· Week 13: Exam 
Assessments

The course breaks down into the lectures, and practical sessions. There are exams to assess each student; Consists of Two courses: in the 1st Course there will be a Midterm Exam, and final Exam.
Final exam carries 50% marks  

Midterm Exam: 25%

05% for daily activities plus 5% quizzes, and

15% marks are for LAB activities 
Note: 

There will be randomly quizzes. Each quiz will be given at the end of the class period and covers materials covered in the previous lecture.
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