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In thls re . : :
i uss crypt discuss many types of eryptograph like Polybius cipher, me
Message has h*:ce transposition, pigpen cipher and francis bacon’s cipher. vou will learn how can y unlock any code

nd read any message easily and clearly.
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Cr»}'a”fﬂj:r
adversar, aphy is the s : :
Sﬁcret;;lﬁ; And it jg scict:f:“?n% practice of techniques for secure communication in the presence
or betie € Information could ¢ beginning of written language, people have wanted 1o share information
€N any two peopl 1 be orders from a general in times of war, a secret message betwee admirers
ple, or information regarding some of the world's most villainﬁch'.ug crimes 3 &

For
uxﬁmplc .
rea . » SOmeone w.
d this messa co Y t*’:;':fﬁ to send a message to another person and he wants to be sure that no-one cat
pt that person he sends it to him. However, there is the possibility that someone els

Opens th
at lett
€r or hears the electronic communication.

D PR
efinitions and lllustrations: -

will settle upon the meaning of cryptography,

Crypto
g graphy is t ‘ ' i
he science of information security or it is the art and science of secret writing.

In the basi
dS1C conu 3 . . .
nunication scenario, we assume that it as a game between three parties:

._ send
@ er (e.g., an embassy); we denote her by Alice,

a receiv
er (e.g., the government office) we denote him by Bob, and

an

opponent (or hacker e.g., a spy) we denote him by Charlie.
text or clear text (always we us€ small letters). The dis
). The final message, encapsulated and
into cipher text is called encryp

E}he original message is called the plain
C;IS:ESE is called the cipher text (always we use capital letters
cryptogram. The process of transforming plaintext

enciphering.

The revers process of turning cipher text into plaintext is called decryption
known as the encipherer.

o defeat cryptographic methods

or deciphering.

The person who enciphers the message is

The study of mathematical techniques for attempting t

cryptanalysis.

The term cipher is method for enciphering and deciphering.

Ciphertext = Encrypt (Plaintext, Key)
Plaintext = Decrypt (Ciphertext, Key)
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Pher } .
1as the dlsadvantage of doubling the length of the message,
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I Polybius Square

the Polybius ¢; :
2 O1US cipher, each letter is replaced by the position in which it appears in the Polybius square

aYou Can use it like that:

ith 23. To s first the row number then the column number. For example, H would be repl

4 message. you find the letter that intersect the specified row and column.
Xample: - i
==ample: - Encipher the message defend the east wall of the castle

DEF END THE BRAIST WaALIL OF THE CASITLIE

141521 1533 14 442315 15114344 62 11 31 31 3421 442315 13 1 43 44 31 15
It’s a special case of 2 general

; class of ciphers known as substitution ciphers, where a given letter is
substituted for with the same s . i i

ymbol wherever it appears.
We can also use six-by-six square but it would be used for languages written in the Cyrillic alphabe

The Polybius square is sometimes called a Polybius checkboard. The letters may be placed in the s
any order, for example, the keyword DERANGENEMT could be used to rearrange letters like: -
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Example: - Encipher “defend the east wall of the castle”

D EF END THE EASTUWALL OF T HE C /ARNET EEE
11 1231 121511 233212 1214 4423 52143535 4131 232 12 25 14 44 23 35 12

. Message Reversal: -

1 this cipher the cipher text will be the reverse of the original message. It is a transposition cij

or example, to encrypt the message “computer”

he plaintext computer.
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L the : :
Fhe Cipher text € message “agent one meet me in the z00”
d W]

i e
be: TNEGA ENOTE EMEM NIEHTO OZ.

Anyone “l:r} ::::’Pt the following message
We SinpL i [h:: us the 1Tr'lr*rl:mg way twice will surely die.
AN WG I UE?ﬁ':l moving back and forth in a zigzag fashion from the top line:
NOEHLDST I''ERNWYWCWLSRLDE
Andlhenrcada{; CHWOC I

ross the top line first to get the cipher text:

AYNWO OK
AUT ERNWY WCWLS RLDEN OEHLO STSHW OGATI EILUE Y1

[ 'he” fence®
: C€ needn’ g - .
4 dn’t be limited to two tiers. We could encipher the same message as follo
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L r g [ W[ e T
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I'o get the cipher text:
AWKTN WLLNE HOSSH OGTII LRYYN OOAUE RWYCW SEDEO LTWAE

. pigpen cipher:

known as the pigpen (or freemason’s cipher), because the letters are sc
her, as the Society of Freemasons has made use

and even as recently as the U.S. Civil war b

‘his system 1s
en. It is also called the Masonic cip
ivil wars in England in the 17" century
iessages to friends.

he pigpen cipher uses graphical symbols assigned according to a key similar to the

substitution cipher.
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Placement
a AAAAA
L_YVIVRS
¢ AAABA
d AAABB
e AABAA
f AABAB

To encode g messg
re

S. Francis Bacon’g cipher: -

is done accordin
2 AABBA
h AABBB
i5j ABAAA
k ABAAB
| ABABA
m ABABRB

1s encrypted as follows

E€, each letter of the plaintext is replaced by a group of five of the letters ‘A’ or ‘B’. This

g to the alphabet of the Baconian cipher, shown below:

n ABBAA
o ABBAB
p ABBBA
q ABBBB
r BAAAA
s BAAAB

Example: - Encrypt the message “math”

Plaintext: math

t BAABA
u-v BAABB
w BABAA
x BABAB
y BABBA
z BABBB

Cipher text: ABABBAAAAABAABAABAAABBB




Cﬂnclusiun: -
——______-_—_—--.

In this report we | By is a powerful tool
You want it in Encrypted message. And in the end cryptngrap i i
but it is not perfect. There are 4 number of ways to attack a cryp graphi m
Constantly bein

consider.

and new attac
is not the onl

g discove - eecurity, but it
edi (@ M part of security,
Iscovered. ryptography is an important p
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