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Abstract.— In this paper a multiple frequency domain steganography is proposed; it uses DWT (discrete wavelets transform) with DCT (discrete cosine transform) techniques, which are applied sequentially on the cover image. Embedding the secret message is done in the high frequency coefficients to provide a high imperceptibility; as it is the most important property of any steganography system. For secret message encoding,   variable length encoding is used with a special character codes to encode the characters into binary data. This encoding encrypts the secret message and reduces the number of bits used to encode each character, which results in the increment of the capacity. 

     With this new technique, we got very good results through satisfying and improving the most important properties of steganography such as: Imperceptibility; improved by having the MSE (mean square error) ( 0 and PSNR (peak signal to noise ratio) ( 128 db, security; improved by using an encrypted Stego-key and secret message by the encoding, capacity; improved by encoding the secret message characters with variable length codes and embedding the secret message in the YCbCr components instead of the RGB. 
Keywords-component; Steganography, Information Hiding, Frequency Domain, Security.

I.  Introduction 

The appearance of the Internet is considered to be one of the major events of the last years; information become available on-line, all users who have a computer can easily connect to the Internet and search for the information they want to find [1].

Two techniques are available to achieve this goal: one is cryptography, where the sender uses an encryption key to scramble the message, this scrambled message is transmitted through the insecure public channel, and the reconstruction of the original, unencrypted message is possible only if the receiver has the appropriate decryption key. The second method is steganography, where the secret message is embedded in another message. Using this technology even the fact that a secret is being transmitted has to be secret [2][3].
Information hiding represents a class of process used to embed data into various forms of media such as image, audio, or text.

There are two types of information hiding the first one is steganography and the second is digital watermarking [4][5].
Steganography serves to hide secret messages in other messages. It's not intended to replace cryptography, but to supplement it. Hiding message with steganography reduces, the chance of a message being detected [6].

     A digital watermark is a digital signal, or pattern inserted, into a digital image. Since this signal or pattern is present, in the each unaltered copy of the image. The digital watermark may also serve as a digital signature for the copies [6].

II. Related studies
In 1992, Kurak and McHugh [7] suggested a new system in steganography called image downgrading which is a special case of substitution methods and there image acts as secret and cover. Given secret image and cover image same dimensions, sender must change the four least significant bits of cover image with four most significant bits of secret image. The receiver extracts the four significant bits of stego-cover, thereby gaining access to four most significant bits of secret image. 
Zhao and Koch [8] are present another scheme of steganography techniques used for binary image (black and white), or in digitalized fax data. In which they divide binary image to rectangular image blocks, and calculate percentage of zero and ones in each block. 

Another simple technique presented by Matsui and Tanaka [9], where it is used in fax binary images, because fax images used run length and Huffman for encoding images. They make use from RL technique in which all pixels comes after each other in a sequence manner, where a sequence of white pixels comes then followed by another sequence of black pixels, odd number of those sequences represent 1 and even numbers represent 0. 

In the transform domain there are some other techniques can be listed as related works. Zhao and Koch [8] used DCT technique in steganography in which during embedding process sender split the cover image to 8x8 pixel blocks, each block encode one secret bit. Before communication started the sender and receiver agree previously on the location of two DCT coefficients which will be used in embedding process, comparison done between these two values, if we want to embed secret bit 1, we must check these two values the first one should be grater than second value if not we must swap their positions. Same thing for embedding 0, second point should be grater than first point if not swapping done. 

Development done on previous DCT method by Zhao and Koch [10], in which they have used three points instead two points, for comparison. Hiding secret 1, p1>p2 and p1>p3; while for embedding 0, p1<p2 and p1<p3. This will give cover image higher robustness against attacks.
III. research methodology
Instead of having just a look to previous steganography techniques, comparing, and analyzing. The proposed stego-system intended to focus on three approaches: firstly; mixes two different frequency domains (DCT and DWT) for making it more imperceptible, robust, and secure. Secondly; variable lengths encoding based data embedding (use a special encoding for encrypting the data before embedding) to make the data recovery not possible by the third party. Thirdly; using YCbCr color space instead of RGB, and embedding the secret message in chrominance (Cb, Cr) parts only and without changing the luminance to increase the imperceptibility, because human eyes is more sensitive for luminosity of the color.

IV. purpose and contribution
The technique used in this paper allows hiding messages in different bitmap images. Robustness, importability, and capacity were the main characteristics optimized by using this technique. We designed a special software package called (YAD) for implementing the technique, also this software package was designed for implementing this techniques, it also can act as a benchmark for implementing other steganography techniques and make comparison between them. This was one of the main contribution made, hence we can make real comparison depending on the most important characteristics used in any steganography system.

V. System architecture
The system is made from two major parts; Embedding and Extraction process. The Embedding process hides the secret message inside the cover image and the result will be the stego-image. The other process is Extraction that extracts the embedded secret message from the stego-image regarding some security issues.

     Embedding the secret message goes through several processes, it begins with loading the image (because it uses the colored bitmap image, it loads the image in 3D matrix with values Red, Green, and Blue that comes from decomposing the pixel values) and normalizing its dimensions based on the selected technique (DCT or DWT+DCT).
     This step is done to make the image dimensions (width and height) fit the algorithm that transforms the image from spatial domain to frequency domain by taking the largest suitable part from the image and clipping the smallest improper extra pixels.

     The next step is to convert the normalized image from RGB space into YCbCr color space. A color vector in RGB is converted by the following equations [11]:

Y = 0.299 R + 0.587 G + 0.114 B   (1)

Cb = 0.5 + (B – Y)/2                       (2)

Cr = 0.5 + (G – Y)/2                       (3)

     After normalizing the image dimensions and converting it to YCbCr color space, depending on selected technique; it goes to DCT block, if DCT is chosen, which takes the Discrete Cosine Transform of the normalized image pixel's matrix or to DWT block, if DWT+DCT is chosen, to take the Discrete Wavelet Transform (haar or Daubechies-4, based on the selection) and then to DCT block, by this it uses two frequency domains to increase the imperceptibility and security level.

     Now the image is in transform (or frequency) domain and it will be passed to Embedding block, here before explaining the Embedding block there are two other inputs for the proposed stego system which are the Secret Message (the desired text message to be hidden inside the cover image) and Stego Key (the key for security reason, it is required in the receiving side to extract the message, without this the second party can not recover the hidden secret message).

     The Secret Message and Stego Key are comes from the user and they will be passed to "Variable Length Encoding Translation", using adaptive Huffman coding algorithm, for encoding them into the specific encoding translated code. Then they will be passed to the Payload Encoding block, which encodes the payload (payload holds the encapsulation of  the whole data; Stego system ID, Length of the secret message, Stego Key, Used Technique, Selected Quarter(s), and the Secret Message itself). The impact and the importance of the Payload will be seen in Extraction Process.
     The Embedding block embeds the payload into the frequency transformed image matrix. After that, the recreation of the image will take place by taking the IDCT (Inverse Discrete Cosine Transform), after this if  "DWT+DCT" was chosen it will go to IDWT (Inverse Discrete Wavelet Transform – haar or Daubechies-4 based on the selection). Now the image matrix is in spatial domain and the dimensions needs to be restored to the original (cover Image) dimensions; by passing it to "Restore Image Dimensions" block, this is done to make the Stego image (the image that contains the secret message) exactly looks like the Cover Image.

     The technique extracts the secret message without using the Cover-image, it is a blind stego system. Off course the stego-key should be shared between the first and second party to be used in embedding and extraction process.
VI. embedding procedure
This procedure embeds the encoded payload, which is a stream of bytes, into the array of 8x8 DCT coefficients. It works in bit-level, because the payload encoded in bytes before, and there is a variance in embedding the payload bytes.

Embedding is done by inserting each two bits of the payload in one 8x8 block, which selects three points from it which are P1 = X7,5 , P2 = X7,6, and P3 = X7,7 as shown in Table (1). The selection of points are done carefully, here it focuses on the imperceptibility which is the most important property of any steganography systems, and therefore it selects the points from the highest frequency elements X7,5, X7,6 and X7,7.
Table 1, An 8x8 block DCT coefficients, showing P1, P2, and P3 

	X0,0
	X0,1
	X0,2
	X0,3
	X0,4
	X0,5
	X0,6
	X0,7

	X1,0
	X1,1
	X1,2
	X1,3
	X1,4
	X1,5
	X1,6
	X1,7

	X2,0
	X2,1
	X2,2
	X2,3
	X2,4
	X2,5
	X2,6
	X2,7

	X3,0
	X3,1
	X3,2
	X3,3
	X3,4
	X3,5
	X3,6
	X3,7

	X4,0
	X4,1
	X4,2
	X4,3
	X4,4
	X4,5
	X4,6
	X4,7

	X5,0
	X5,1
	X5,2
	X5,3
	X5,4
	X5,5
	X5,6
	X5,7

	X6,0
	X6,1
	X6,2
	X6,3
	X6,4
	X6,5
	X6,6
	X6,7

	X7,0
	X7,1
	X7,2
	X7,3
	X7,4
	X7,5
	X7,6
	X7,0


     After selecting these three points for embedding two bits of the secret message, in any 8x8 block of DCT coefficients, by this the capacity of the cover image can be increased twice, as shown in table (2). 

Table 2, Three point embedding method
	Points expression
	Embedded bit values

	P1 < P2 < p3
	00

	P1 < P2 > p3
	01

	P1 > P2 < p3
	10

	P1 > P2 > p3
	11


VII. experiement results
The experiments implemented using special software package, this package have been developed specially for this new technique. The software  developed using Microsoft J# 2005 Express Edition, which it produce more flexible for this work in the designing a GUI for the application, and it is fast enough since most of the image processing program needs a long time for execution.

     The experiments done on Lena image, the image is colour bitmap 512x512 pixels, and the size of 768 KB.
     Figure (1) shows the graph representing the maximum capacity (measured by characters) for the techniques used in the approach. The frequency domain embedding suffers from having a low capacity; for example in DCT we can embed one bit in 64-pixels (8x8), but there is some improvement in our approach which is the use of variable length encoding based encoding, which reduces the number of bits (less than 8 bits) used for representing a character, and embedding the message in two layers (CbCr).
     Because of getting a high imperceptibility in the stego images [11], and found that there is no noticeable distortion at all; that is why the results are: MSE ( 0 and peak signal to noise ratio PSNR ( 128 db and the file size remains the same. Another way used for showing the difference between the stego and the original image, which is the Bit difference; or the number of bits changed by the embedding process. Figure (2) shows the chart of comparing the Bit Difference between the original and stego image after embedding the secret message for the different techniques used.
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Figure (1) Capacity in characters for the techniques used.
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Figure (2) The bit difference between original and stego image
The execution of embedding programs usually take a long time, this notation is very clear to proficient persons whom working in information hiding, because of the big amount processes done in those programs; here some improvements are done in our approach and these results are obtained. Figure (3) shows a graph for the time required in various techniques used for the hardware environment mentioned above in this section.
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Figure (3) The time required for various techniques used.
Finally, There are no noticeable changes between original and stego images' luminosity histogram, this is in worst case, and for other conditions (if not filled with characters) it will be better because embedding is done on YCbCr.

Figure (4) shows the original image with its corresponding histogram, and Figure (5) shows the stego image with its corresponding histogram.
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Figure (4) Original Image with its Histogram
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Figure (5) Stego Image with its Histogram
VIII. conclusions and future works
In this paper a stego system is proposed for image steganography with multiple frequency domains using YCbCr color space, which increased the imperceptibility and robustness as well. Another advanced feature of this work is the use of variable length encoding (Huffman Encoding) dictionary translation code for characters of the secret message to improve the security issue and encrypting the secret message before embedding. 
     The proposed stego system works on lossless compressed images with Bitmap image files. We can summarize the conclusions as follow:

- There are no noticeable changes between cover and stego images' luminosity histogram, this is in worst case.
- BER ( 0 for all experimental results; the embedded secret message 100% recovered (extracted) from the stego-image without any errors or changes, which is a challenge in frequency domain data embedding because of looses and rounding processes of values in transformation process.

- The use of fixed difference between the selected points for embedding (DCT and DWT (Daub-4) + DCT is 4, and for DWT (Haar) + DCT is 9), which gives many advantages over the use of maximum threshold; which is widely used in steganography with DCT. Because it needs less time for embedding and it has less distortion in stego-image

- Haar wavelet is simpler to implement and dealing with than the Daubachies-4, but Daubechies-4 is better to use in wavelet transform steganography, because it has less looses of coefficient values in transform and inverse transform processes. 

- All techniques of the proposed system are imperceptible enough regarding the two parameters; MSE ( 0 and PSNR ( 128 db, and also by having the same image file size (KB) and dimensions (pixels) for the cover and stego images.

- The DWT (Daub-4) + DCT has the minimum bit difference (maximum imperceptibility), then DCT only technique comes with higher bit difference, and then DWT (Haar) + DCT comes with highest bit difference except the (HH) quarter selection which has lower bit difference than DCT only technique.

- The bit difference in both DWT + DCT techniques (Haar and Daub-4) increases with selecting more quarters (if filled), and (HH) filter band has the minimum bit difference then LH comes and then HL.

- The bit difference increases with the message size; the longer secret message has the higher bit difference.

- The DCT only has the maximum capacity, and then DWT + DCT technique comes with lower capacity.

- In DWT + DCT techniques (Haar and Daub-4), the more quarter selection gives more capacity; three quarters gives the highest capacity, then two quarters come with lower capacity, and then one quarter comes with lowest capacity.

- The capacity is improved by 1.25 to 1.5 comparing with traditional embedding systems, by encoding each character of the secret message with variable length.  Also the capacity is improved by removing the white space in the secret message done by the dictionary and by embedding the secret message in three layers RGB of the pixel values.

- The use of stego-key made the proposed stego-system be more secure; no secret message can be recovered in stego image if the key is not given correctly.

- The proposed stego-system involves with the high security by using a special dictionary for encoding the secret message characters; it encrypts the secret message before embedding.

- Regarding the capacity, the DCT only technique has the lowest embedding/ extraction duration time, then DWT (Daub-4) + DCT comes with a lower embedding/ extraction duration time, and then DWT (Haar) + DCT comes with highest embedding/extraction duration time. And regardless to the capacity, the sequence from lowest to highest embedding/ extraction time is; DWT (Daub-4) + DCT, DCT only, and then DWT (Haar) + DCT.

- In DWT + DCT techniques (Haar and Daub-4), the embedding/ extraction duration time increases with the number of selected quarters.

- The embedding/ extraction duration time is increases with the secret message size; the longer message results the higher embedding/ extraction duration time.

- A more robust embedding process can be done by choosing the medium frequency filter bands (HL, LH, HL+LH) in both DWT (Haar) + DCT and DWT (Daub-4) + DCT techniques; embedding in medium frequency filter bands are more robust than the high frequency filter band (HH).

     As an ideas for future works, we can apply the same idea on other lossless compressed image files and videos as well.
     We can go through using the same proposed system as watermarking system by a small change; selecting the chosen points from medium frequencies in the 8x8 block of the DCT coefficients to increase the robustness, as it is the most important property of any watermark system.
     Finally by providing the DWT with more than one stage, like 2 or 3-stage DWT, for increasing the capacity.
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